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ABSTRACT

Negative selection algorithms generate their detectar set
based on the points of self data. In the approach described
in this paper, the continuous self region is defined by the
collection of self data. This has important differencesrfro
the negative selection algorithms that simply take eadh sel
point and its vicinity as the self region: when the training
self points are used together as a whole, more information
is provided than used as individual points; the boundary
between self and nonself regions are detected in the algo-
rithm. It also demonstrated that a negative selection algo-
rithm as a unique strategy can obtain certain results that
straightforward positive selection cannot. Experimemngs a
carried out using both synthetic data and real world applica
tions. The former was designed to highlight the difference
from conventional point-wise interpretation of self data i
negative selection algorithms.
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1 Introduction

Artificial Immune Systems (AIS) has been an active re-
search area that assimilates new inspiration from immune
system during the past few years [1]. Although some tech-
nigues in this area have not shown convincing distinctive-
ness and effectiveness, many AIS methods succeeded in a
variety of applications [2]. Currently, major types of AIS
methods include negative selection algorithm (NSA) [3],
gene library and clonal selection model, and immune net-
work model. The negative selection algorithm is one of the
earliest methods in AIS. It is believed to have distinct pro-
cess from alternative methods and be able to provide unique
results with better quality [4].

A typical negative selection algorithm is applied in
two stages. In the training stage, the detector set is gener-
ated. In the detection stage, the detector set is used to de-
tect anomaly in the incoming new data. Although there are
many variations, a negative selection algorithm is mainly
defined by the following components: the data and detec-
tor representation, the generation procedure of the detect
set, and the matching rule. The outline of the algorithm
is illustrated in fig. 1. The matching rule plays a crucial
role, which is used both in training stage to eliminate in-
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Figure 1.Outline of a negative selection algorithm

valid candidates and in detection stage to report anomaly.

Negative selection algorithms started as a fault detec-
tion method. The purpose of this type of methods is to es-
tablish a model of normal behavior from the training data
- usually a collection of self sample points. Such a model
or the knowledge of “self” is usually hard to express in
an explicit or concise way. That is part of the reason that
soft computing paradigms like AlS become necessary. De-
pending on the specific representation, it may be a string
pattern in string or binary representation, or some regions
over the searching space in real-valued representatian, or
target concept represented in other forms. In negative se-
lection algorithms, it is implemented as a detector setén th
complementary space [3, 5, 6, 7].

Although the negative selection algorithms are in fact
a family of algorithms that could be very different from
each other, almost all variations interpret the trainintada
in a point-wise way, meaning each self point is used inde-
pendently to censor the detector candidates and eliminate
invalid ones. This paper shows that such a method could
lead to bias in the solution, especially around the boundary
between self region and nonself region.

Ignorance of this issue could obscure the difference
from other aspects of the algorithms. The issue is high-
lighted by the “boundary dilemma”: how much should we
generalize the self samples that are close to the boundary
between self and nonself regions? Because we don’t know
which self samples are close to the boundary and which
side of them is self region, it is hardly possible to decide
the proper interpretation of these samples.

This paper presents a new approach, the boundary-
aware NSA, in which the training data are used as a col-
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Figure 2. Possible interpretations of a single self sample: Con-
servative or Aggressive

lection instead of individual points and the existence of
boundary are detected. It is based \detector which
uses variable-sized detectors and terminates trainimg sta
when enough coverage is achieved [8]. Using its unique
matching mechanism, individual self points cannot claim a
region to be self region. Only a group of points together
can prevent a region to be covered by detectors.

In NSA, the main mechanism to achieve generaliza-
tion from self samples is “partial matching”. For example,
the most common matching rules in binary representation
include r-contiguous bits rcb) matching rule, Hamming
distance matching rule, amdgrams matching rule. In real-
valued representation, Euclidean distance matching is usu
ally used. The criterion of these matching rules in essence
is based on certain definitions of distance. Although this
paper uses Euclidean distance in real-valued represamtati
in the experiments, the same approach can be used in other
distance measures or matching rules. We will use a general
term “self threshold” to describe either the self radius in
real-valued representation or window sizen binary rep-
resentation.

2 Boundary-Aware Negative Selection Algo-
rithm

2.1 Dataassumption and issue of boundary

What exactly does a self sample or a collection of self sam-
ples mean in term of presenting or defining the self region?
This needs to be answered first before we judge any soft
computing algorithms of anomaly detection. Regardless of
specific algorithm or scheme of negative selection, what a
self sample means eventually comes down to the matching
rules.

Fig. 2 shows how we may interpret a self sample in
different ways. In Fig. 2(a), we assume that a circular area
around the self (normal) sample is entirely normal. It is
a straightforward way to achieve generalization, simitar t
partial matching in binary representation in principle. We
call an interpretation that allows much variability a “con-
servative interpretation”, referring to the “conservatiat-
titude to claim a new sample to be abnormal. In Fig. 2(b),
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Figure 3.Possible interpretations of a group of self samples

Figure 4.“Boundary Dilemma”

we only consider the exact point of the self sample to be
normal. In reality, we may still allow some small deviance
because we have to compare float point numbers, but basi-
cally we only regard the sample we already see as normal.
We call an interpretation that doesn’t allow much variabil-
ity an “aggressive interpretation”.

At the first look, it seems that in an extremely aggres-
sive interpretation like fig. 2(b), no generalization could
happen. That doesn't have to be the case. Fig. 3 shows
a group of three self sample points. Even if we don'’t take
any circular surrounding area of a single self sample as nor-
mal, we can still generalize to a self region by considering
the neighboring self points together, as shown in fig. 3(c).
Compared with fig. 3(a) or (b), this is more aggressive to
detect anomaly, but only to the outside of the perceived
“self region”.

Naturally, each self sample point can be interpreted
as an evidence that its vicinity is self region. On the other
hand, we can fairly assume that the self samples can be
drawn anywhere over the entire self region. There is no
reason to exclude the points that are close to the boundary
between self and nonself regions no matter what kind of
matching rule or distance measure is used.

Fig. 4 illustrates the “boundary dilemma”, the sce-
nario that the self samples close to the boundary inevitably
extend the actual self region due to the variability allowed
by the algorithm. In this figure, the shaded area is the “real”
self region; the dots are the self samples and the circles are
their generalization. If the self threshold is too smalk th
space between self samples could not be represented. In
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Figure 5.Detectors enclosing the conceived “self region”

other words, more samples are needed to train the system
properly. On the other hand, if the self threshold is large,
the false self region represented by the boundary samples
may be too large to accept.

In the case that the over-covered area is too large com-
pared with the real nonself region, the error would be large.
When the nonself region is a thin stripe between two self
regions, it may not be able to be represented at all. In those
cases, the issue of boundary dilemma will be more consid-
erable.

2.2 Algorithm

The issue described above is tackled by an ingenious sim-
ple strategy using a negative selection algorithm to aehiev
the interpretation illustrated in fig. 3(c).

The above discussion concerns general interpretation
of self samples. From the view point of a negative selec-
tion algorithm, the difference in interpretation is shown i
fig. 5. Fig. 5(a) shows the coverage of a detector set using
a conservative interpretation; fig. 5(b) shows one using an
extremely aggressive interpretation. Similar to the cpace
tual discussion, it is possible to generalize the self sampl
to a finite self region even if detection is extremely aggres-
sive outside the self region. This is illustrated in fig. 5(c)

The key difference between boundary-aware NSA
and commonly used point-wise interpretation is shown in
fig. 6. & is a random point used as the center of detector
candidatey is the detector’s radius to be decidetis the
distance fromz to the nearest self point;; is the “self
threshold”.

It seems trivial that the difference is only a radius
larger byr,.; s, but the effect is more subtle than it appears
because the individual self point now does not censor the
detector candidates independently. Fig. 5(a) shows ofe sel
point and the possible detectors around it when a point-wise
algorithm is used. Any detectors cannot get closer to that
self point regardless of the distribution of other self poin
available. When we use a boundary-aware algorithm, how-
ever, detectors can be close enough to “touch” the self point
(fig. 5(b)(c)), so individual self point cannot prevent any
region being covered by detectors. When a collection of
self points exist together, however, the detectors canaot b
generated within the region as long as the self points are
close enough to each other compared with the self thresh-
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Figure 6.Key difference in boundary-aware NSA

old. That in fact results in a detector set that captures the
region as a whole (fig. 5(c)). The boundary of the region is
thus detected though not explicitly represented.

It is important to notice that the new strategy can-
not be simply translated into different self threshold. The
seemingly more aggressive interpretation of a boundary-
aware algorithm is not equivalent to a smaller self thresh-
old: it is “aggressive” only in how to deal with the bound-
ary dilemma, not the interior area of assumed self region.

2.3 Applicability

The approach and the discussion are valid for different data
representation, distance measure, etc.

The detectors shown in figs. 3 and 5 are illustrated
as circles in 2-D real space. That is corresponding to Eu-
clidean distance matching rule in real-valued representa-
tion. The same idea perfectly applies to different defini-
tion of distance, or different presentation space, e.caryin
representation. For example, fab matching rule in bi-
nary representation, if window sizeis larger, the match-
ing is less likely to occur. That corresponds to a smalldr sel
threshold and more aggressive interpretation. Givethe
boundary-aware algorithm would allow detector to match
bits of any self samples, but not allow to match more than
r bits. That will prevent detectors being generated inside
the self region. An important difference from the regular
rcb matching rule is that must be variable, which is the
strength ofV-detecton8].

3 Experiments

Experiments were carried out to verify and demonstrate the
strategy presented in the previous section. Since sdhsitiv
and specificity can be balanced using different self thresh-
old, ROC (receiver operating characteristics) curve isluse
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Figure 7.Example of self region in synthetic data

to compare the performance of the algorithms.

3.1 Synthetic data

These experiments were designed mainly to demonstrate
the difference between the boundary-aware strategy and
the commonly used point-wise interpretation. Real-valued
representation and Euclidean distance are used. The en-
tire searching space (universe space) is a 2-D sqoarg.

We assume that the training self points are distributed ran-
domly over the self space of certain shape. After the de-
tector set is generated, points randomly distributed dwer t
entire space are used to evaluate the performance.

100 points of self samples are used in most of fol-
lowing results. All the performance measures plotted or
tabulated are the average of 100 runs with same control pa-
rameters.

311 Stripes

Because the main issue lies in the boundary between self
and nonself regions, a stripe is the simplest shape that can
illustrate the difference. Intuitively, the proportion sélf
area or nonself area that is close to the boundary would
affect the results directly, so we tested stripes of difiere
width that are self or nonself. Fig. 7(a) shows the self
space that is such a stripe of width 1/3. Fig. 7(b) is a non-
self stripe. The white region is self; the shaded region is
nonself. The dots over the self region are the training self
points.

Fig. 8 is the ROC curves obtained using boundary-
aware NSA and point-wise NSA, respectively. Two stripe
widths are shown. The boundary-aware algorithm has con-
sistent higher detection rate although its minimum false
alarm is higher.

Fig. 9 is the corresponding results for the nonself
stripe. The detection rate is lower than self stripe because
the area of self region is larger in this case and we are
using the same number of self points to train. While the
point-wise algorithm can reach wider range of balance, the

(a) Width=1/3 (b) Width=0.05

Figure 8.ROC: self stripe

(a) Width=1/3 (c) Width=0.05

Figure 9.ROC: nonself stripe

boundary-aware algorithm has better performance gener-
ally.

The experimental results confirmed the intuition that
when the nonself stripe is very thin, “boundary dilemma”
becomes more influential. In other words, the relatively
larger portion of nonself region will be identified as self by
the point-wise algorithm. The boundary-aware algorithm
can improve the detection rate significantly. In this case,
because the self samples are not very dense, the increase in
false alarm rate by the boundary-aware algorithm is more
obvious and offsets its general performance shown on the
ROC curve.

3.1.2 Other shapes of self region

Fig. 10(a) is another simple shape: an equilateral triangle
Fig. 10(b) is a shape with more complicated boundary. It
has some stripe type components, especially the right side
thin teeth, a large portion of which is close to the bound-
ary. Fig. 11 is the ROC curves for those shapes. The
boundary-aware algorithm works better over a wide range
of self threshold, but it is not as flexible as the point-wise
algorithm to control false alarm.

Figs. 12, 13, 14 illustrate how well the detector set
generated from the negative selection algorithm can captur
the real shape of the self region. Fig. 12 shows that when
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Figure 10.Shapes of the actual self regions
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Figure 11.ROC for other shapes

the self threshold is 0.1, relatively large, the detectdr se
generated by the point-wise algorithm was rather insensi-
tive to detect anomaly close to the actual boundary. On the
other hand, when the self threshold is smaller, for example
0.03, as in fig. 13, the detector set generated by boundary-
aware algorithm was too specific so it raise many false
alarms. The boundary-aware algorithm obviously worked
to capture sharper edges and pointed angles, showing its ca-
pability to detect the boundary. Fig. 14 shows the similar
situation for the comb shape when the self threshold is 0.03.
For larger self threshold, for example 0.1, neither al¢onit

can capture the shape faithfully enough to be identifiable.

(a) Boundary-aware algorithm (b) Point-wise algorithm

Figure 12.Triangle: Self threshold 0.1

(a) Boundary-aware algorithm (b) Point-wise algorithm

Figure 13.Triangle: Self threshold 0.03

(a) Boundary-aware algorithm (b) Point-wise algorithm

Figure 14.Comb-shaped region: Self threshold 0.03

3.2 Real world applications

3.2.1 Ball Bearing Data

The original data are acceleration signals measured for
ball bearings of various conditions [9]. Two different pre-
processing methods are used to transform the raw mea-
surements. The first is Discrete Fourier Transform. The
other one uses statistical moments up to 5th order. All the
available normal data - those from new bearings, are used
to train the system. Tables 1 and 2 compare the results
obtained using point-wise and boundary-aware algorithms.
All these results are average of 100 repeated runs. Self
threshold is set as 0.1.

Although the new bearings are obviously normal
cases, there is no simple criterion of normality for those
bearings that are old but not completely damaged. There-

Table 1.Detected percentage using data pre-processed by DFT

Condition Number of points Point-wise Boundary-aware
New 2739 0% 0.06%
Brokenrace 2241 94.78%  98.37%

Broken cage 2988 24% 53.03%
Damaged cage 2988 9.21% 26.7%

Badly worn 2988 7.34% 22.42%




Table 2.Detected percentage using data pre-processed by statis-
tical moments

Condition Number of points Point-wise Boundary-aware
New 2651 0% 0.15%
Brokenrace 2169 74.82%  93.4%

Broken cage 2892 0.52% 6.37%
Damaged cage 2892 0% 2.12%

Badly worn 2892 0% 1.49%

Figure 15.ROC for Indian Telugu data

fore, the actual number of detected cases is reported thstea
of ROC. We can see better performance of the boundary-
aware algorithm.

3.2.2 Indian Telugu Data

This data set consists of 871 patterns of vowel sounds in
the language of Indian Telugu. There are six overlapping
vowel classes and each pattern is represented by three in-
put features (formant frequencies) [10]. The data is thus
3-dimensional. We chose class 1 as the “normal” class.
The first 50 normal samples are used to train the system.
Then all the data are used to test the performance. The re-
sultsin fig. 15 shows that the boundary-aware NSA worked
successfully for this application.

4 Conclusion

The boundary-aware negative selection algorithm inter-
prets the training data as a collection instead of as indepen
dent points. This algorithm can in fact detect the bound-
ary between the self region and nonself region, though the
boundary is not represented explicitly. It obtains certain
preferable detection results that positive selection cann
That supports the claim that negative selection algorithms
is a distinctive method from positive selection and other
alternatives. We should keep in mind the large variety in
negative selection algorithms. Too broad conclusion about
this method should not be drawn easily.

The boundary-aware algorithm is meaningful because
we assume that the training points are as likely to be close

to the boundary as they are in other parts of the self region.
The self threshold is the reference distance when we talk
about “being close”. The strength of this approach cannot
be substituted by using different self thresholds. The-stra
egy equally applies to different distance measures and data
representations.

Relation between the density of training self points
and the proper self threshold should be an immediate next
goal for formal analysis.
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